B USNRG

Cyber Security Licensing Update

Perry Pederson
NRC Division of Security Policy
March 9, 2011

% USNRC

Overview

« Setting the Stage: 10 CFR 73.54

e Cyber Security Plan (CSP) Review
Process

« Licensing Update
» Path Forward
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Setting the Stage: 10 CFR 73.54

« High-level, Performance-Based,
Program Focused

» Basic Requirements
« Cyber Security Plans
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Cyber Security Plan Review
Process
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Licensing Update

« Operating Reactors
* New Reactor Applicants

 Staff Response to SRM COMWCO-
10-001 "Regulation of Cyber Security
at Nuclear Power Plants”

« Resolution of generic issues

@ USNRC

Path Forward

« Safety Evaluation Reports are being
drafted

 Transition from licensing actions to
implementation and oversight

e The cyber program must
continuously adapt to the changing
threat landscape




